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challenges to data storage. However, it is not feasible to expand the storage space infinitely by hardware upgrade,
since the cost of memory is high and the storage space is limited. For this reason, data compression techniques can
reduce storage costs and communication overhead. In order to reduce the storage space of the data generated by
using anonymization techniques in the data publishing phase, a compression scheme was proposed for the original
data and anonymized data of the k-anonymity model. For the original data of the k-anonymity model, the difference
between the original data and the anonymized data was calculated according to the set rules and the pre-defined
generalization level. Huffman coding compression was applied to the difference data according to frequency
characteristics. By storing the difference data, the original data can be obtained indirectly, thus reducing the storage
space of the original data. For anonymized data of the k-anonymity model, the anonymized data usually have high
repeatability according to the generalization rules of the model or the pre-defined generalization hierarchy relations.
The larger the value of &, the more generalized and repeatable the anonymized data becomes. The design of Huffman
coding compression was implemented for anonymous data to reduce storage space. The experimental results show that
the proposed scheme can significantly reduce the original data and the anonymous data compression rate of the

k-anonymity model. Across five models and various k-value settings, the proposed scheme reduces the compression rate

of raw and anonymized data by 72.2% and 64.2% on average compared to the Windows 11 zip tool.

Keywords: k-anonymity model, privacy preservation, data compression storage, Huffman coding
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14) R, < R +Huffman(o)
15) Z<«Z+Z7

D; (*)

16) end for
17)for C, €Ql do
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1 Age HEH 72 5
2 Education et 16 4
3 Marital-status et 7 3
4 Native-country 4327 41 3
5 Occupation PaE st 14 3
6 Race et 5 2
7 Gender et 2 2
8 Salary-class PaE st 2 2
9 Workclass et 7 3
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Figure 5 Comparison of raw data compression rates of full-domain
generalization models
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Table 3 The model and its maximum generalization
degree corresponding to the value of k

BE k&
Incognito 1 800
Datafly 10
Top-down 2700
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Table 4 Original data compression time comparison
JEARRT [A]/ms

B

k=5 k=10 =50 k=100
Incognito 334 33.6 349 354
Datafly 345 352 352 352
Top-down 33.6 344 357 36.4
Mondrian 329 332 345 34.7
Basic_Mondrian 335 34.1 343 34.4
zZip 435 43.5 43.5 43.5

3.3 ERREELESR

B 24 00 IR 4 S IR B A W B R 3.2 T AR
B EAaseas . 38 5 B T Az Y 44 5
PR IR R AT b CRPARAT zip, AT RIESE %
PRI D). MR, XTTANE £ (AR
Incognito % Datafly #%, A7 %8 46 % AH
BT zip P T 60.6% 72%.
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Table 5 Comparison of anonymized data compression
rates for the full domain generalization models

B kERE zip BAER ARG RESE  EAEIL
Incognito (k=5) 7.77% 2.87% 63.1%
Incognito (k=10) 7.54% 2.82% 62.6%
Incognito (k=50) 6.75% 2.74% 59.4%
Incognito (~=100)  6.08% 2.59% 57.4%
Datafly (k=5) 3.42% 1.06% 69%
Datafly (k=10) 3.18% 0.86% 73%
Datafly (k=50) 3.18% 0.86% 73%
Datafly (A=100) 3.18% 0.86% 73%
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Table 6 Comparison of anonymized data compression
rates for the local generalization models

B R R ERE  zip IRAER AT RIEAR  EAE50L
Top-down (k=5) 7.70% 2.91% 62.2%
Top-down (k=10) 7.51% 2.84% 62.2%
Top-down (k=50) 6.94% 2.67% 61.5%
Top-down (k=100) 6.66% 2.65% 60.2%
Mondrian (k=5) 7.26% 2.58% 64.5%
Mondrian (k=10) 6.46% 2.19% 66.1%
Mondrian (k=50) 4.34% 1.28% 70.5%
Mondrian (k=100) 3.36% 0.90% 73.2%
Basic Mondrian (k=5) 7.87% 2.96% 62.4%
Basic Mondrian (A=10) 7.57% 2.92% 61.4%
Basic Mondrian (A&=50) 6.10% 2.81% 53.9%
Basic Mondrian (k=100)  4.95% 2.22% 55.2%
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Table 7 Comparison of anonymized data compression
time for the full domain generalization models

JE 45 8] /ms

B Kk ECE
Zip ESIES

Incognito (k=5) 43.6 28.7
Incognito (k=10) 429 275
Incognito (k=50) 42.1 26.9
Incognito (k=100) 415 26.2
Datafly (k=5) 325 18.2
Datafly (k=10) 31.4 16.6
Datafly (k=50) 314 16.6
Datafly (k=100) 314 16.6
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Table 8 Comparison of anonymized data compression
time for the local generalization models

JEART ] /ms
BRI R kAW E
zip ES@IE S
Top-down (k=5) 41.5 27.4
Top-down (k=10) 40.8 26.8
Top-down (k=50) 394 25.7
Top-down (k=100) 38.9 25.5
Mondrian (k=5) 40.8 24.7
Mondrian (k=10) 38.4 19.3
Mondrian (k=50) 34.5 17.8
Mondrian (&=100) 323 17.5
Basic Mondrian (k&=5) 42,5 28.1
Basic Mondrian (A~=10) 41.1 27.6
Basic Mondrian (A=50) 379 26.3
Basic Mondrian (A=100) 35.8 22.7
4 Tig
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